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Abstract

As information threat management by organizational insiders is emphasized at
the national level, information security(IS) policies and technology investments
are increasingly centered on the financial industry. However, most service
industries are still passive in internal IS management. This study points out that
strict IS policies for insiders in the service industry can be expressed as IS
policy resistance through role stress and confirms that individual positive
psychological capital, organizational communication, and feedback support can

reduce IS policy resistance. We surveyed workers in the service industry to
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which IS policies were applied and conducted path analysis by applying structural
equation modeling to 342 samples. We confirmed that IS role stress had a partial
mediating effect on the relationship between positive psychological capital and IS
policy resistance. And it was confirmed that feedback moderated the relationship
between positive psychological capital and IS policy resistance. We presented the
individual and organizational preconditions to reduce the IS policy resistance of
service industry insiders. As a result, our study provides a strategic direction for

people—oriented service organizations to pursue to achieve the level of internal
IS.

Keywords . IS Policy Resistance, Positive Psychological Capital, Role Stress,
Communication, Feedback

A4d(2022d 01€ 229), $AAAF ¢ 20229 02€ 02, 23 @ 02¢ 219Y),
AAEFEA (20220 02¢¥ 229)

1. /ﬂi

WA, H7h @], 2
A8 A 27t B
oSHEUAL $)2) 4ni

AERT7F 98 ALl T3k 7] #d 27w
4], el dYolA EA 2= AHHEITE 93

H

i=]
Ha v 53], 24 243 BHE o] A AN (A&
5]

& o

N

>,
N2
(]

o,
=l
50
x
<
A
o
o
T
fol
>
e,
bt
[\
(e
\]
N
A
I
ox
fT
tz
r o
2
=
off
1o oo

o,
f
ol
=
%0,
(o0
b
fz
[-'O
S
ng AN -
tlo
oy k-
' ot
o
N
mle]
o
b
[-'O
fk
il
1
q
= ig
N
]

o> o

O
-

2

fr 2

QY
ot
=
N
v
o
inss
tlo
offt
:Oll_’,‘
o
-z
1o
)
inss
:0129
oY
k=]
)
2
>
{7
v o k g 2 W o2

o
ol

o Mo
oL

2
%0,
32
v
fE
BN
r
2
rlr
>
>,
)
=2
o
rSL'
o
HI
b
e
ry
(i
=
>
o,
o\ o
N
N
_0|L
poad
o &
(2
2

é_\%ﬁﬂ&ﬂm\ﬂo}i'

= PAEE= 20219 9¢Y AR EYAE(Zero—Trust) Aleld
A=, Y HHE-S vae FEvid 9@ TS A
Rl of7 g X tiste] Ao UFA} el 22 oFatet FF

=
ol
28

T
2
(e e K

o
N
»ooxl ot

ooy do f oo
rr lo o

HA

ol

H
{0,
e

19 o 2 3l (Papakonstantinou et al., 2021). AA|, = %— )
71 =3 Sl 3g Wy 1o &l weE, AR-Edx

Atk \l=d 22 Ui FZbe] sk R EE A A8 A A %‘4
Az, Aul2=gd dAgle]l SElvety 7Idele H89S AlAL
o7 A UFeo Aruck A& AA g slHde] g H T}

2 r%
0,
ey
%

=

g %

= oo
JE ol
2o K

o
-
)
2

114 M) A7 83| A m23H x1E 20224 032



A= dAFYH 224 YEA ArRuE 3 JhesAdS AVIsisih. uiEA)
#d ddAT= =22 YFEAF Fhe] A5t e AHBEQE sl AR B ol
Z18ct . 1.9k o (Herath and Rao, 2009), AH B3 EAZ /el xuF 3

al

==
ol sol AT wWkth ol T2 A TAE As] M= dAT B
S #d Ve e AH = ole], 7YY AERR e ] e A A
S o & AAs g =, R 57]o]E(Protection Motivation Theory)S 4
3 Bt A= Jidlo] A sk ARESE Al e Fowd dAE WA I
T 49 HFHR] 7] 4ol AEEN ¢ TS =L Jdua Bk
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(Cram et al., 2021). Tj5%o], A% 2o Fso] A&HT F¢, 7HdL =49 &
TAFG Agshs S dod = Adrk(Bao, 2009).
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Ao sAA FFS e Ay, Avader e, 53 FaeA 3 A
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and Raja(2015) A4 gAFdo] AMul2 7|99 adate] 584 43S 58
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(Andrews et al,, 2011). ¥, %= |

2]
AE 94 o, 712 2EHXAE
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2011). 9yt 2EH AU 2EHAE 400y HHo] U3 AFAA @A 5 Q)
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MHIAY ZEQO| FFMEIXE0| PF AEYHAE Soff 22 FMNE O|x= F&

Al BAE o, /A AAle] o]9s fete] 22 59 9 ARH FFEE A
A71H, AHEEQE A FAl @y JHEQE AAXTG fes dod F JTH(IA
2 2014; Cham et al.,, 2021; D'Arcy et al., 2014; Merhi and Ahluwalia, 2019;
Pham et al., 2019). 53], 2E#x QRl&2(dF, B34) o= dunt By =
Aol olye}, 54 37 8= st AT Ay BHEg A3 Fo] HiHo=m o

Y 4 =4, Ragu—Nathan et al. (2008)&} Hwang and Cha(2018)+ t}43t ~E
G A eflew TAE 24 4% A=dssl 144 AF e Uede AN
skouk Qloh &, FAAYY ARHQ AY dF HAaSE HdAe el A BT
A HFAoE BT ¢ e AR fdF 2EdS &3yt o

g sEds dste waAsel, FALAALE 24 0] e ARAAS 2a
A7l 98& st B Age 2Zd A Al 5A dEel Ao, SR
2Eg 20 A4S IR ITi<it 1>, A A s, JdaFe], 549, 7] &%
gom FAE FAMNARC HgHes F4Y W, AN 2o] 2ya 5
qE, 9 Tl U FAHAY SHS Aslste] ®Hetd gt REs gAAZIY 5
3], A YAES AY 2EHS dF -7 AT, A 2EH ALY 22t
sk =4 2EY2E &3lste 4TS 87 (Abbas and Raja, 2015; Khliefat et

al., 2021; Mensah and Amponsah—Tawiah, 2016; Pu et al., 2017), 2Ed 2o 9
g 74 Ae whgel AFARZ, A 17 & AAATIE 9EE drh(Barratt
and Duran, 2021; Raja et al., 2020).

QoFstA, FAANYARE dgATE MUY sAHA A
A EAE Fws 55E F does ¥Es v
2007), AHES 2Edx APATE G4E YT ~E

Fos dovle 21YS

©
~

oldFE Rold P
'8} S ™ (Luthans et al.,
|~ AR Rl Iyl BAH
1S A A3 E T (Hwang and Cha, 2018). walA, FE H oty
FAANYAEL ARHe A AEYAE UFo], HJHRO HH
o7 Hwasitt, & FAAYAED AR HQE AMAT} 7
Ef a7t vz ﬁii deets 7S AA R

N

o
8 u%r

_VH_,

ot
AR dste + A
o #AE FEu 4

H2. ARHS AF 2E#2E ARRSL FAANIAAED FAHHQE AAAT 719
BAANA WA &ZFS 71HA.

2.5 ARBEF AFYANA

ZAAL FZo 3 HAWEAQl S QAo ZH FF qFFo uE ok
tH(Ruck and Welch, 2012). ZZd 3t &4 7} HAL o] 24 3
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Aok webA, AR I dgdT e dHFE HER
= S A FHE T3 KA FAY dHAd w715 ¥
A1 Qg3foF g2 AAstal At (Herath and Rao, 2009; Ma, 2022).
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BEES A AHE olsfsta Bt B T FFE o]ofA =

©1, Ashenden(2008)2 70159 AR K &5 Poos TS 4

Bt oA 7] Aol AFE AFbstH, WE ARY Al 2

HEQE 5 ARE FRE F s 5

FuAlelde A AR Al digh
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(Hwang and Cha, 2018). Wt =2, 5 #d Abd AR FuE S F5 dxpe}
HE QT F Ao, Jikle A ZEed RS Rad A
(Feedback)& A W PAZEE Hogwe 2y z7d td thzhz 43
o g7t Alg s e v Rth(Wright, 2004). 53], s]=wo] g s}
Abgoll dojd At Aue] Ay oo, HxEAdel Bad du 9 7HA §

T
«
[

T
i
o o % rr R OE oy

¥

o
SO

ol

(

o

2

N
>
1S N O Tt o v

ol
ol
s

ofN -
o,
)
i
o
©,
__)‘4_114
N oo

d

|

o &
Iy
)
03: rlo
=
[-40
lo
o2

o

=

A2 e 9, AEFVFsAS =ols 27YS AASESY. Rosen et
X

=
= e =Y 8 52 A ZA FES AaAA, A4

o oX

©

o

>

~ (o]
rlo

o

]

2

©

ol

fr o M B o ox
N_D‘o)h
= el

o
ELool o



%ﬂr.%%ﬂ
, = o
O_Eﬁﬂfrﬂ@m%iﬂo%mﬁ Wm N M%m&
w N ® %o o X \F o x B 7Moo B I
beTHIT =V LT 2 = -
_.“ﬂO . N .‘.jva Jv\lﬂ
@om@@%wﬁmﬂqoo%% ) Exﬁmﬂr
PEENT N S mg,. @ Y L e
KU e 2® g ™ s iy T N o@ mw o
= B o =
Diﬂﬂmﬂplﬂﬂm;iL‘Mﬂwdl e o z€7ﬂlwmc,%
TH s T Ko Bk I op WX
50%1_x%ﬂoz_.dnﬂpulﬁuﬂoi _% 2 et o T o X
1—,_A|U1_l ]E_ ﬂU ‘_Q\Llalvo
7P X;o%w&xﬂomﬂ e ! H._ B X R
qomwﬂa,Qﬂ_d%%%o_a o RO T
e Teagieeny TOF T P T3
E#AEoﬂo]ﬂoﬁﬁLLl,mVl]X_log] it ol J.oiowmo,ni
cPEET s erErAdr c S
by M egmw o By o WPl E R
%wﬂﬂu%%,%%ﬁﬁoz%i TOwW G ool
ﬂmn%ka)ﬂﬂkluﬂozodﬂm@ <H < Mwﬂlon#mrau
MM7Homﬁﬂbt_iuy.zo%i?ﬂl "o e In ﬂ.%.%ﬂl
PIfREE ezl K OK B S
mo T = oo Ho X W] B o) o} . i T =
mﬁuwo_eaWimﬂ%uﬁiw@‘ o o = S o o o
ﬁﬁiﬁﬁgoﬁx Ee_'m#uTﬁ/oﬁ% o o M.*Em_/uﬂm_u%
@%a%.m%ﬁﬁwyﬂﬁﬂ_g = o= R |
_o\/,ﬂaCoLumoﬁ o [ | ﬂmoL.E.#ﬂnﬂ,l
< T @O wjr R T o= T i M o- ©°
Qw7 B X oo X CIC) 7 o
N0 e = % % T N . ~ =
TomAEE T o F B H R S e
ﬂﬂw,muﬂuﬂaﬁ/owﬁwﬂu%éaﬂbcwmﬂm M._ o (- mwﬁz#%ﬂo
CEipwFTsrE e B .AB T T
(A~ A TN A N o = X, B =
Sl B U S ¥ TVoaw T W N B A ICI
O 5970 afaw AR
ﬁzma%aémm;omwwiiﬂ T e et w
S A S S A A BT T o
o) TR AR Mo sTw 4w D _
oﬂdrﬂoL g x T oo S = — W T e wp
Q%%%.@%Eiaﬂm_ﬂoi e an o o R
REE _ LERISH-_B A
K RTRNRE b S

3| A m23H mM15 2022 03

s}
5}

ME| 27 g

AFEAe <3y 13} gk,

126



MH| 2 XY SYHERZ0| YT L2EHLE Soff 2L MM OX= F

1]
og

<a¥ 1> d4rd
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Ly

greot
AmruAHOIA

H3ab(+)
=adalR2

1=

H4ab(+)

Yot
ESESPREE

H1()

H2b(+)

ZE O HEE O YA Ol

TE AR ¥ 24 #Hd AT Frgk alEse] 4
g3tk AR oz AMOS 22.0 &
&, AFYAlA, Ea v=m #
S= Adstazt gtk olF flal, dyYAFZHE
ot om, AR EQE okl BHA FATE <
AHE (B, G@Fe], BAY 7] g% 3 4% ~EY

R4 -
Q5 25, 9% B3 7EeAES SdHeR WY = AgATE IRk
2

o
Vot
I

>

<¥ 2> Wil ZHYE 74
e e a A AT
e Bl BRUAS §l8) 24 Hx wgska gtk Lt
t
- B|Ake] Wt BA i Wl ofe] 1A} ke Azei) ”t alns
3 et al.
T gl Fold malR BuE gasts W oel 74X 9 (2007)
A i
U= o] Hokglie] 3] 24 He] =S F= ufebic) Abbas and
L | EIA guner gge) BAUT W, v wE A T 4Ry | O
b ks kA=t (2015)
B St
T e guner wa a3 aasel, 9% G dold Ao e o | BUTS
BHoz A7t et al.
mqle) | v sAelAe) Bk S oS welela vk (2017)
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W =49E AGAT
U= aAel Ao meF 35 A= as wolsolalal stal i
U= Aol AHS A7 wiEel, slAlellA oje AIZFHS oA
9 5 gk
Us ARES ZAE AT AAlo] b
2171 U= A7 FR8s 2ok dERe] 7]ods zpalo] gtk
S | e a1 wepl ) Aungr B wgsted meol ok
FIE ] gaa.
U F85 ARRS ARE AT 2Alo] gt}
e FF AREcl 3H gl W @ wdel wisE A% o
gn | THE
Se | e B nne 25 T wEel BR A0 RE el
275 &= 3]
vee Ragu—Nath
£ K ARs gaa) sk gunet 4AS dusjor ok
OE Aungd 474 =5 9% EE o 9% 49e A 45 = o | oA
W AL Aale Wes} Qi Bokas) (2008)
L P L = . — Tarafdar
U gunck 43 5 A% £ Y 4nE A% 4% 3 of
4E || AL SN T AAA B, et al.
2o | v Aune 43 ool ik £ A o] o wele gxo) | O
qasA A FIT 5 Yk
uuek ool g 2 2 A ) B g ned, o
Be A hed gt
U= Sabe] REel 4o Qg Wt St
. = ALY Arwct AMog o] Q3 H3lo] tha] IFE)A | Merhi and
X‘; o | BEE EAE Ahluwalia
© U e grnet Aom A% wEt Ao ool B | (2019)
i Azha
S0 S Auner 43 AuE Qs AW ARUALG A |
astillo an
AFY | B T (E)E A3 Sinches—P
ancnez—
Aol | 2] sAk: Anucre] B43 A4S AASolA AT ,
erez
2 A gt UF vAE S AEESE FE5AHE Al (2013)
AHrBE et I Hrb= o] JFE NAsHE 4 =8l "
0 U2 AREA FA 55 3 MIERREYH ZHE ver
o | HE ARESL Y ERE dehd & pasha el o) v | Wrigh
| AERRE £83 ARE de. (2004)
s ARHESE FFol gk yo] d3 oFde et §83% HE
k=t
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4.1 AT-FAH 54

A S 342700 ATFEAS A & A JEe W 2657(77.5%), o
A 77M(22.5%) 2 LER} H|Z=E H&e ol o= uEhgTth gl 300 w]w
4870 (14.0%), 30~40th 13570(39.5%), 40~50t] 12470(36.3%), L&), 500 o]+
3570(10.2%)2 el A8t 3% 30~50th7F /M 2 Zow yend A%
?l FES AAsH grg Ao vepwth 255 A, e mw 13470(39.1%),
BT 10170(29.5%), 2223 10370(30.1%), 221 AT 470(1.2%)2 e}
gl A3 wek A4 FRZ pREE Aoz uedth 22 iR A9 500 uwk
4870(14.0%), 51~100%1 11471(33.2%), 100~300%1 4270(12.3%), —1g]aL, 300<!
o] A} 12670(36.8%) % LERYTE %2 JFre] A9 50~100213 30091 o]Ate] 713
g Ao yeht, dAdes 4uS Asta 449 x2S HAsA G A
o= yehy, A7 AFdd EAE §lkal e
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2 AFE AMOS 22.0 S AEste] FxruAEdGor 7Hd ASS A
o 53], A= =S &5t Al WS AEEe] e AdAAS
7Hgth =, A8 ArEe] AEErt obd fEy M| Aolrt AT Al T
g ae] TAE do F ormz AFAdS dlsit. B AFs= dWE A S
lsldlon, BE SAEgE tiste = At 71 2 ou, = Adgk 7l
w4 o|UlE whEslolol gtti(Hong et al., 2003). &1 A¥e <3 I Zom A
T4 LA S WEElTh
<% 3> A% #4

W =A% = A= At F=9x}
31 —-0.453 —0.367

3| . 4911 1.364
° 3|3 ~0.398 ~0.327
Seual —0.653 0.089

Y330 4.874 1.390
T S0 —0.474 ~0.372
29491 -0.418 -0.119

59 =922 —-0.409 -0.249 4.823 1.294
=543 —0.42 -0.235
a5 -0.411 0.092
L 572 —0.548 —-0.047

247 &3¢ L 4.961 1.220
ISREAR! —0.435 —0.157
574 —-0.498 0.149
251 0.215 —-0.618

At 45 452 0.294 -0.338 3.200 1.186
53 0.249 —0.494
23541 0.450 —-0.283
TEA2 0.340 -0.379

93 w5 A o 3.182 1.281
23543 0.355 -0.275
B34 0.391 -0.275
A& 0.515 —-0.045

7 2N 7] ) 232 0.361 -0.356 2.979 1.292
33 0.589 -0.131
AR —0.384 —0.293

ARFY A o] A AR2 —0.265 —0.551 5.211 1.142
AR3 —0.371 —0.362
) =W —-0.492 -0.013

3] = v =l —-0.509 0.207 4.833 1.225
3] =l 3 —-0.306 -0.099
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21ls &4y g 0.7 °)dS Q3o (Nuunally, 1978). ¥ A4+
12 gQlo=z Fiy o] 9y, FAHAM AL 23 alo=mA, Y, T
g, A7) i adlo]l A aclen, fF ~Eds Ed

ro ot e o fu

S
— o,
o
w
2 <
==

ne Z fo i I 2 fo [0 o ot

oo

S
rlo ;fg
o
kT
=
por
o
t
L
iu
ST
=
A
=]
S
N

fr ot o
oX

‘0,

of

ol

o, ML
o o |o fz

ot
rO
_OL

ry

0.044, CFI = 0.976, NFI = 0.943, GFI = 0.900, 12]a., AGFI = 0.877% e}t
o} YA+ RMSEA < 0.05(0.17kA4] 3]€), CFI > 0.9, NFI > 0.9, GFI > 0.9,
AGFI > 0.9(0.87}4 3€)E 2&=dl(Bentler, 1990), W=, AGFIZ} 0.9 ©]3&}o]
U 0.87bA] & &3t7] wel, A S R o= e
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<3 4> 2= 9 g 24
o = s . . e F538 AgHts
il =l = 3| A A FFo At C.R. S o
o z_ﬂ%l 1.042 0.059 17.529%x 0.847 0.839
33 1.000 0.854
ol g1 0.954 0.047 20.26 8 0.878 0.870
g2 1.000 0.878
2491 1.067 0.052 20.653 0.881
549 =2 1.018 0.049 20.572%x 0.879 0.903
5993 1.000 0.849
as7h 0.958 0.043 22,068 0.875
2}7) asze 1.035 0.044 23.378xx 0.901 0.3
asy asys 1.006 0.045 22,125 0.876 '
a4 1.000 0.867
Z51 1.071 0.05 21.298xx 0.884
a9 45 452 1.12 0.051 22.100%x 0.906 0.911
253 1.000 0.854
2341 1.021 0.044 23.074xx 0.885
SEhis 2EA2 0.976 0.043 22.68 2% 0.878 0.936
234 REA3 1.029 0.043 24,146 0.905 '
2344 1.000 0.875
A& 0.988 0.046 21.269x# 0.902
A A &2 0.889 0.045 19.847x 0.859 0.901
A &3 1.000 0.850
- AR 0.977 0.044 22386 0.871
j](:ﬁ HH2 0.985 0.041 23.995#:x 0.904 0.917
753 1.000 0.887
=] 0.959 0.042 22.855%x 0.857
3] =l =2 1.014 0.037 27.368xx 0.936 0.933
= 1.000 0.905
3| 1 0.873
=4 a9 1.108 0.076 14.528%x 0.892 0.895
A A2 594 0.964 0.07 13.81 4 0.862 '
A7) &3t 0.969 0.067 14.461 0.880
A a3 4% 1 0.869
2EY2 | 9% 234 1.172 0.083 14.075%x 0.909 0568
sAAYAE = g9, dHFo, 549, Arlasioez FAH 23 8
JF 2E# 2~ = 98 45, 9% Bador 749 23 89l
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e 834 ¢ AT+ Ad A= 0.7 oS &8y, 2AFEAF 0.5
ol 9] & L7 TH(Wixom and Watson, 2001). <3 5>+ 23 Q13 Q9154
&N A met BAFEAS g AT Ao, AR S 5T Aer
Ebstth ¥ B A2 a9l et EaFEAse] Awa #@e Hlast

H, AAA L7 Ee w 3 eldAdo] &A%tk Rt (Fornell and Lacker, 1981).
<X 5>% W B5Ed 4 Ao, e AEE 53 Aow YERT ok A
€ 859 AHAel i & AoR sy, teedd #4S FHE sSlh
U e g2 B aQ1(VIF)S &8l &QlstH, 10 ofste] ks a3t FHE
9l 8QlS 59 WTE AEste] BAA S g%
5 T 2E Eﬂ_/:(l 659), AFUAIA(2.496), F=m
2 Yev teaAd e 42 o2 Yergh

B Ad | 24
X _

e BF | oo Ay | 2% | 1 2 3 4 5
ax | b
= A 5

FARAYAE | 4.892 | 1.150 | 0.898 | 0.689 | 0.830
A ~E#H 2 | 3.191 | 1.160 | 0.850 | 0.739 | —58%= | 0.860
2~ g 2.979 | 1.292 | 0.825 | 0.610 | —59« | 68 | 0.781
YAlelAd | 5211 | 1.142 | 0.880 | 0.709 | .73# | —55 | —56%« | 0.842

v = 4.833 | 1.225 | 0.878 | 0.706 | 64w | —530 | —46wex | 650 | 0.840
F) #x = p < 0.01, 2 BeF/o)dEdA= AVEY] AF #d

ATE AT g A4 F AES B3 89 1Y AR ASE stEE, $HY
Hey dde FeUHAd ZAVE EAT 4 vk o]o] dAF= Podsakoff et
al.(2003)°] A 7| T GAdTEHHAY EAS Sk AT A F04
Q1EA mdd 7t 208 7 4 2 AAstd, 54 £ AA ghe] W
S Folsith, g 2d A8 d mdo] 3L 42/df = 1.657, RMSEA = 0.044

=

= 0.943, GFI = 0.900, AGFI = 0.877% Ygwon g wd
g & wdo A3EE= 4¥/df = 1.530, RMSEA = 0.039, CFI = 0.983, NFI =
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